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When I’m at a local networking event and tell 
people I work in IT, it’s an easy conversation starter. Like 
the doctor at the cocktail party who gets asked about this 
ailment or that condition, I am often called upon to give 
impromptu tech advice, both simple and complex. I love 
talking to people about IT, though, because the field is 
always changing, and that makes for an exciting workday. 
For small business owners, though, that rapid change 
can pose a daily challenge. While new technologies can 
be intimidating, they are the key to growth. Here’s how 
you can use IT professional services to respond to the 
top challenges facing small and mid-sized businesses in 
2017.

Secure and protect. In a recent survey, small 
and mid-sized business owners ranked security as a top 
technology concern. That’s not surprising. The number 
of data breaches reported in 2016 was up 40% from the 
previous year, according to the Identity Theft Resource 
Center. Data breaches can expose your corporate, 
employee and customer data with a simple click on an 
infected link. And don’t forget that your employees’ (and 
customers’) smartphones and wearables are accessing 
your network, too. Remote workers may be logging in 
to company files on a non-secure line, posing yet another 
threat. Vulnerabilities can quickly multiply. You need 
to know where you stand. There are a number of tools 
that we use to audit an organization’s threat position, 
identify vulnerabilities in policies and infrastructure, and 

even simulate a hacker trying to break into the systems. 
While these may sound extreme, a threat against your 
data security is a threat to your business itself. Once 
you know your threat position, you can work with an IT 
partner who has specific security expertise to develop a 
robust security strategy. 

Monitor and prevent. Data loss is another 
scary risk. We periodically get calls from companies that 
have experienced data loss and are unable to recover 
business-critical data. We do have sophisticated tools for 
retrieving and recovering data, but it can be extremely 
labor intensive and can mean days of downtime. As a 
safeguard, we recommend regular backups, but for small 
businesses, performing regular data backups may take a 
backseat to some other business crisis. And even if you 
are backing up, you may be missing critical pieces of 
data with each cycle. The trend now is for organizations 
to turn their backups over to a managed services provider. 
An experienced provider with vendor-certified backup 
expertise can automate backups, monitor events and even 
remediate them before they become critical. There are a 
variety of managed services plans that are cost-effective 
even for a small or mid-sized business.

Rethink and prepare. Here on Long Island, 
we are prone to a number of business-stopping elements, 
including severe weather conditions like historic 
Hurricane Sandy and more recently, Winter Storm Niko. 
If your IT infrastructure goes down, it doesn’t mean your 
business has to be down, too, but that does require you to 
rethink how you operate. That’s where the cloud comes 
in. Having some or even all of your operations in the 
cloud will allow you to work remotely during a storm or 
in the event that your offices are uninhabitable by fire or 
flood. We’ve helped companies set up virtual desktops 
that bring their business applications securely to their 

employees anytime, anywhere. Email that is hosted in 
the cloud means that your customer communications can 
continue without interruption. Call centers can even be 
rerouted to an employee’s cell phone so they can continue 
to provide customer service from their home or from a 
temporary office. For complete disaster preparedness, 
it’s wise to have data redundancy, which means you want 
to have critical data stored in multiple forms in multiple 
locations. There are a number of cost-effective options 
now, including creating backups onsite and in the cloud 
simultaneously. You should look for an IT provider with 
business continuity expertise and an offsite data center 
that is at least Tier 3 rated and is outside of a major 
metropolitan area, above the floodplain, and can meet 
your industry compliance and recovery standards.

Of course, it all starts with a one-on-one 
consultation with your IT provider. The right provider 
will spend as much time as you need, developing an open 
discussion of your challenges and objectives, followed 
by a thorough audit of your current IT devices and 
infrastructure. I understand that new technologies can 
be overwhelming for any organization. Yet, the right IT 
professional services provider can take a holistic view of 
your operation to help ensure that your IT investments 
will meet your objectives, scale with your growth, and 
allow you to capitalize on the opportunities that I know 
2017 will offer. 
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